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Disclaimer:  This template is given freely to Practice Managers that have requested it. It is not offered 

as a recommended piece of work for the GDPR


Information Asset and IG Compliance Monitoring form Combined 
Site:  
Date undertaken:


Undertaken by:

	Use of Fax
	Yes
	No
	N/A

	
	
	√
	√
	√

	1
	Does patient specific or company sensitive information arrive (or get sent) by fax?

If no – move to next section
	
	
	

	2
	Patient specific information is removed before sending, except in exceptional circumstances
	
	
	

	3
	Is the fax in a secure area
	
	
	

	4
	Do users know how to immediately cancel a fax should the wrong number be entered and spotted before sending
	
	
	

	5
	Are documents removed from the fax immediately that they arrive
	
	
	

	6
	Are fax confirmations removed from the fax when they arrive
	
	
	

	7
	Are received faxed stamped and actioned in a timely manner
	
	
	

	8
	Are appropriate faxes placed in the scanning basket when received
	
	
	

	9
	Is the fax programmed with regularly used numbers to prevent misdialling
	
	
	

	Management of locked cabinets
	
	
	

	10
	Are all cabinets that should be locked, locked?
	
	
	

	11
	Are the keys to the cabinet:
a) In the cabinet
	
	
	

	
	b) In a locked key safe
	
	
	

	
	c) Generally available 
	
	
	

	
	d) Personally held by an individual
	
	
	

	
	e) Lost
	
	
	

	
	f) Other (please state)
	
	
	

	Clear Desk Policy
	
	
	

	12
	Is there any person identifiable information kept in public areas
	
	
	

	13
	Is there any person identifiable information left on the reception desk
	
	
	

	14
	Are the reception computer screens visible to the public
Is post removed from the reception desk as soon as it is delivered
	
	    
	

	15
	Is any outgoing post left in the ‘out’ tray overnight 
	
	
	

	16
	Are desks left clear of all person identifiable information overnight
	
	
	

	17
	Are consulting/treatment room desks kept free of person identifiable information at all times
	
	
	

	IT Security 
	
	
	

	18
	Are computers left ‘up’ logged in when the user is away from their desk 
	
	
	

	19
	Are the password security training modules up to date for all users
	
	
	

	20
	Are smartcards left in the reader when the user is away from their desk 
	
	
	

	21
	Are files that are meant to be password protected actually password protected 
	
	
	

	Whiteboard
	
	
	

	22
	Is there any PID/company sensitive information on the white board?
	
	
	

	Shredding
	
	
	

	23
	Are all hard copies of scanned documents placed in the ‘for shredding’ box in the admin room which are removed to the confidential waste service
	
	
	

	24
	Are all other hard copies of documents with person identifiable information placed in the secure confidential waste bin for collection by specialist services.
	
	
	

	25
	Is the confidential waste bin emptied regularly 
	
	
	

	Management of visitors
	
	
	

	26
	Do visitors report to building reception when they arrive
	
	
	

	27
	Do visitors sign the visitors book when they arrive
	
	
	

	28
	Are visitors asked to wait in GP reception until collected
	
	
	

	29
	Are visitors able to overhear or access confidential information during their visit
	
	
	

	30
	Are visitors identified by a badge
	
	
	

	31
	Do visitors sign themselves out when leaving the building
	
	
	

	Communication
	
	
	

	32
	Are telephone calls kept as confidential as possible
	
	
	

	32
	Are confidential conversations moved away from where they can be overheard by others
	
	
	

	33
	Is the caller verified by asking for more information than just their name
	
	
	

	34
	Are non-discrete messages ever left with third parties or on answerphones
	
	
	

	35
	Are the correct services used to securely transfer personal information by post?


	
	
	

	36
	Is the correct process used to securely transfer personal information by fax?


	
	
	

	37
	Are the correct services used to securely transfer patient information by email?
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